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Overview

CogniSync, Inc. (“CogniSync”, “we”, “us”, or “our”) is committed to protecting the privacy and
security of your personal information. This Privacy Policy describes howwe collect, use,
disclose, and safeguard your personal information.

Scope

This Privacy Policy describes the processing of information provided or collected on the
site(s) and/or application(s) where this Privacy Policy is posted. This Privacy Policy applies
to all users of our service. We follow this Privacy Policy in accordance with applicable law
in the places where we operate and process personal information.

The personal information we collect is covered by this Privacy Policy. Please note that our
site(s) and/or application(s) may contain links to other sites not owned or controlled by us,
and therefore we are not responsible for the privacy practices of those sites. We
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encourage you to be aware when you leave our sites or applications and to read the
Privacy Policy of other sites that may collect your personal information.

Data Controller

We collect and process your personal information, and act as a data controller for the
processing of your personal data other than when we act as a processor or service
provider on behalf of a customer that is a company or other entity (for example, if you are
invited to use the services by your employer).

As a data controller, we are responsible for deciding why and how personal data is
processed. As a data processor we are responsible for processing (or performing any
actions on data, whether automated or manual, such as collecting, recording, organizing,
structuring, storing, using, erasing, or etc.) personal data on behalf of a data controller. As
a data processor we are not reponsible for the data controller’s privacy or security
practices.

If you have any questions regarding the processing of your personal data by CogniSync,
you will find our contact details at the end of this Privacy Policy. However, should you have
any question regarding the processing of your personal data by the data controler, please
contact the applicable data controller.

Joint Controllership

In select circumstances, we may act as joint controllers with other parties for the
processing of your personal data. This means that we jointly determine the purposes and
means of processing your personal data.

When we act as joint controllers, we will enter into a joint controllership agreement with
the other parties involved, outlining our respective responsibilities for complying with
data protection laws and regulations.

Our responsibilities as a joint controller include (but are not limited to):

- Ensuring that your rights as a data subject are respected and fulfilled in
accordance with applicable data protection laws and regulations.

- Providing transparent information about the processing of your personal data,
including the purposes for which it is processed and the legal basis for processing.

- Implementing appropriate technical and organization measures to ensure the
security and confidentiality of your personal data.

Information We Collect

Personal Information
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Wemay collect and process personal information about you, such as:

- Account informationwhen you sign up for an account, which includes your email
address, password, name, and email preferences. If you sign up through a
third-party service, like Google or Apple, we’ll collect the information from them
that you authorize.

- Payment information if you are a paying customer. We use payment processor to
help you finalize and pay for your order, you will provide your payment information
directly to those providers, not us.

- Log data and device information, which includes internet protocol (IP) address,
browser type and version, time zone setting and location, browser plug-in types
and versions, and operating system and platform.

- Sales and support data, which is the personal data you share with us when you
interact with our customer support and sales teams.

- User content, which consists of all the content (ex text and documents) that you
upload, enter, or otherwise transmit to us when you use our products.

- Usage data includes information about how you use and interact with our
products. For example, we collect usage data to provide you with weekly activity
reports, personalized insights on how to optimize your use of our products, and
performance optimization in the sites and applications you use our products in.

- Cookie information and other identifiers to enable our systems to recognize your
browser or device and provide, protect, and improve our products. For more
information, see our Cookie Policy.

- Third-party information, such as data about organizations, industries, lists of
companies that are customers, website visitors, marketing campaigns, and other
matters related to our business from a�liates and subsidiaries, our partners, or
others that we use to make our information better or more useful. This data may be
combined with the other information we collect and might include aggregate- level
data, such as which IP addresses correspond to zip codes or countries. Or it might
be more specific: for example, howwell an online marketing or email campaign
performed.

- Other information you provide directly to us. You may have the option to submit
additional information as you use our products. For example, you may choose to
participate in surveys where you can provide feedback on our products.

Automatically Collected Information

Wemay also collect certain information automatically when you visit our website or use
our services, such as your IP address, browser type, and usage data.

Information from Other Sources

Wemay receive personal data about you from other sources to supplement data already
collected. This may include publicly available data or data provided by thirdparties. We
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may combine this data with the data we already have. We will handle this data in
accordance with this Privacy Policy and the purposes outlined when the data was
collected. We will notify you if there are any material changes to the way we intend to use
this data. Please note that we are not responsible for the accuracy of the data provided by
third parties or any consequences arising from the use of such data.

Consent

By using our services, you agree to the terms and conditions outlined in this Privacy Policy.
Your continued use of our services constitutes implicit consent to the collection,
processing, and sharing of your personal data as described herein.

We make every e�ort to ensure that our privacy practices are transparent and
understandable. By using our services, you acknowledge that you have read and
understand this Privacy Policy. If you do not agree with any terms outlined in this policy,
please refrain from using our services.

Furthermore, as a data processor, we rely on consent to be obtained from the data
controller in order to process your personal data. If there are questions surrounding how
this consent is obtained and maintained, or any questions surrounding how consent can be
withdrawn, please contact the applicable data controller.

Special Categories of Personal Data

CogniSync does not intentionally collect or Process any special categories of Personal
Data, but we may also process the following special categories of data (also known as
sensitive data) as part of our data processing activities:

- Racial or ethnic origin
- Political opinions
- Religious or philosophical beliefs
- Trade union membership
- Genetic data
- Biometric data
- Health-related data
- Data concerning a person’s sex life or sexual orientation

As a data controller, when you provide us with these special categories of personal data,
we will seek your explicit consent for the processing of such data. This consent will be
requested separately and will be clearly presented to you at the point of data collection.
You have the right to withdraw your consent at any time by contacting us using the details
provided in this Privacy Policy.

As a data processor, we rely on explicit consent to be obtained from the data controller in
order to process the special categories of data noted above. If there are questions
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surrounding how this consent is obtained and maintained, or any questions surrounding
how consent can be withdrawn, please contact the applicable data controller.

In addition to explicit consent, we may process special categories of personal data when
one or more of the following legal bases apply:

- Processing is necessary for the purposes of carrying out the obligations and
exercising specific rights of the controller or of the data subject in the field of
employment and social security and social protection law.

- Processing is necessary to protect the vital interests of the data subject or of
another natural person where the data subject is physically or legally incapable of
giving consent.

- Processing is carried out in the course of its legitimate activities with appropriate
safeguards by a foundation, association or any other not-for-profit body with a
political, philosophical, religious or trade union aim and on condition that the
processing relates solely to the members or to former members of the body or to
persons who have regular contact with it in connection with its purposes and that
the personal data are not disclosed outside that body without the consent of the
data subjects.

- Processing relates to personal data which are manifestly made public by the data
subject.

- Processing is necessary for the establishment, exercise or defense of legal claims
or whenever courts are acting in their judicial capacity.

- Processing is necessary for reasons of substantial public interest, on the basis of
Union or Member State law which shall be proportionate to the aim pursued,
respect the essence of the right to data protection and provide for suitable and
specific measures to safeguard the fundamental rights and the interests of the
data subject.

- Processing is necessary for the purposes of preventive or occupational medicine,
for the assessment of the working capacity of the employee, medical diagnosis, the
provision of health or social care or treatment, or the management of health or
social care systems and services on the basis of Union or Member State law or
pursuant to contract with a health professional and subject to the obligation of
professional secrecy.

- Processing is necessary for reasons of public interest in the area of public health,
such as protecting against serious cross-border threats to health or ensuring high
standards of quality and safety of healthcare and of medicinal products or medical
devices, on the basis of Union or Member State law which provides for suitable and
specific measures to safeguard the rights and freedoms of the data subject, in
particular professional secrecy.

Personal Data Relating to Criminal Convictions and O�enses

Wemay process personal data related to criminal convictions and o�enses only under the
control of o�cial authority or when the processing is authorized by Union or Member
State law providing appropriate safeguards for the rights and freedoms of you as the data



CogniSync, Inc.
1111B S Governors Ave, Dover, Delaware 19904 US

subject. Such data includes information about criminal convictions and o�enses, including
alleged o�enses, the disposal of such proceedings (including acquittals and sentences),
and the related security measures. We will only process this data if it is necessary for the
prevention or detection of crime or the apprehension or prosecution of o�enders, provided
that we as the data controller or data processor are authorized by Union or Member State
law.

HowWe Use Your Information

We collect information you provide for the following purposes:

- Service Delivery: We use your personal information to provide you with the
services you have requested and personalize these to you. The lawful basis for this
processing is typically the performance of a contract because we need to process
your data to fulfill our contractual obligations to you.

- Communication: We may use your contact information to communicate with you.
This includes sending transactional emails, service updates, and responding to
your inquiries or requests. We may also use your contact information for marketing
purposes, such as sending newsletters or promotional o�ers if you have provided
your consent or if we have a legitimate interest in doing so. The lawful basis for
processing personal information for communication is legitimate interests and,
when applicable, consent if you have provided it.

- Account Management: We use your personal information to manage your account,
including account setup, verification, and maintenance. This ensures the security
and functionality of your account on our platform. The lawful basis for this
processing is typically the performance of a contract to maintain your account.

- Customer Support and Troubleshooting: Your information allows us to provide
customer support when you have questions or encounter issues with our products
or services. This may include troubleshooting, debugging, resolving complaints,
and addressing your concerns. This processing is based on the legitimate interests
to assist you in using our services e�ectively.

- Improvement of Services: We analyze your data to understand how our services
are used and to make improvements. This includes enhancing the user experience,
developing new features, and optimizing the performance and security of our
products. This processing is also based on legitimate interests to improve and
maintain the quality of our services.

- Customization of Experience: We analyze data about how you interact with our
platform and the way you engage with our services. This information is used to
better understand preferences and personalize your experience, providing you with
content, recommendations, and features tailored to their interests. We undertake
this activity for legitimate interests, to improve our services and provide a more
personalized experience

- Legal Compliance: We may process your personal information to comply with our
legal obligations, such as tax reporting, responding to legal requests, or assisting
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law enforcement agencies when required by law. This processing is necessary to
fulfill legal obligations.

- Contractual Obligations: If you are a client or business partner, we may use your
personal information to fulfill our contractual obligations, including managing
contracts, invoicing, and providing support as agreed upon in our business
relationship. The lawful basis for this processing is the performance of a contract.

- Fraud Prevention and Security: We use your information to protect against fraud,
unauthorized access, and other security risks. This may include monitoring account
activities and implementing security measures. The lawful basis for this processing
is legitimate interests to ensure the security and integrity of our services.

- Aggregated and Anonymized Data: We may aggregate and anonymize your data
to create statistical or research reports, which do not personally identify you. This
information may be used for business analysis, marketing, and sharing with
partners or clients. The lawful basis for processing aggregated and anonymized
data is legitimate interests and the fact that this data is no longer considered
personal information.

- Business transactions: If we take steps to enter into a reorganization,
restructuring, merger, acquisition, or whole or partial sale or transfer of our
business or assets, we may also use your personal data to evaluate and give e�ect
to that business transaction. The lawful basis for processing business transactions
data is legitimate interests of enabling mergers, divestitures, restructuring,
reorganization, dissolution and other sale or transfers of CogniSync's assets.

- Other Purposes: In addition to the purposes listed above, we may use your
personal information for other legitimate purposes, provided that they are
compatible with the original reasons for which your data was collected. For these
other purposes, we will rely on legitimate interests or other lawful bases as
required by applicable laws.

Data Sharing

Wewill not share your personal information with third-parties, unless explicitly
authorized to do so. Please note that when your personal information is shared with an
authorized third-party, the information received by that third-party is controlled by that
company, and therefore becomes subject to that company’s Privacy Policy.

We may share your personal information with the following categories of recipients:

- Trusted Service Providers: We may share your personal information with
thirdparty service providers who assist us in delivering our products and services.
These service providers may include hosting providers, customer relationship
management tools etc. We will only share the necessary data to fulfill their specific
tasks and will have contracts or agreements in place to ensure they process your
data securely. The lawful basis for sharing data with service providers is typically
the necessity for the performance of a contract or, in some cases, legitimate
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interests, provided that these interests are not overridden by your data protection
rights.

- Administrators and other Users: When you join a CogniSync team or organisation
account, the administrator of that teammay access and control your account. If
you created an account using an email address belonging to your employer or
organization, we may share your email address with the administrators or
representatives of that employer or organization to, for example, allow them to
invite you to a CogniSync team. Similarly, if you join a team account or create an
account with an email address belonging to your employer or organization, we may
suggest you as a potential collaborator to other users of that organization. The
lawful basis for sharing data with service providers is typically the necessity for
the performance of a contract or, in some cases, legitimate interests, provided that
these interests are not overridden by your data protection rights.

- Business Partners, A�liates and Subsidiaries: In some cases, we may share
personal information with our business partners, a�liates and subsidiaries, but
only when it is necessary for the performance of a contract, the provision of
services, or as part of a legitimate business interest. For example, we may share
data with a partner organization involved in co-branded events or services. Sharing
data with business partners, a�liates and subisidiaries may be necessary for the
performance of a contract or based on legitimate interests, especially when these
partnerships are essential for delivering integrated or co- branded services.

- Legal Authorities: We may be required to share personal information with legal
authorities, regulatory bodies, or law enforcement agencies when necessary to
comply with legal obligations or respond to valid requests for information, as
permitted by the law. The lawful basis for sharing with legal authorities is the
necessity to comply with a legal obligation.

- Merger or Acquisition: In the event of a merger, acquisition, or sale of all or part of
our business, the sharing of personal information with the acquiring entity or
parties involved in the transaction may be based on legitimate interests, as it's
necessary for the legitimate interests pursued by us or the acquiring entity. We will
ensure that your data remains protected and used in accordance with this Privacy
Policy.

- Publicly Available Information: We may share personal information that is
publicly available, such as information from public records or online sources.
However, we will do so only when it is relevant to the purposes for which your data
was collected and used. Sharing publicly available personal information is typically
based on legitimate interests, as it is in the legitimate interests of our business to
use publicly available data for relevant purposes.

- With Your Consent: We may share your personal information with third parties if
you have provided your explicit consent for such sharing. We will always request
your consent before sharing your data for specific purposes. If you have provided
explicit consent for sharing your personal information with specific third parties,
the lawful basis for sharing is your consent.

- Other Legitimate Business Interests: In certain cases, we may share personal
information with other parties for legitimate business interests. The sharing of this
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personal information may be based on legitimate interests. We will always ensure
that such sharing is conducted in accordance with applicable data protection laws
and respect your rights.

Data Transfers

As a global organization, we may transfer your personal data to countries outside the
European Union (EU) or the European Economic Area (EEA). Such transfers may be
necessary for the purposes outlined in this Privacy Policy, including providing you with
requested products or services, communicating with you, and conducting our business
operations e�ectively.

When we transfer your personal data to countries outside the EU/EEA, we will ensure
adequate safeguards are in place to protect your personal data as required by applicable
data protection laws and regulations. These safeguards may include (but are not limited
to):

- Standard Contractual Clauses: We may use standard contractual clauses approved
by the European Commission or other relevant data protection authorities to
ensure the protection of your personal data during transfer.

- Binding Corporate Rules (BCRs): Where applicable, we may rely on BCRs adopted by
our organization to ensure the protection of personal data transferred across
borders within our corporate group.

- Data Protection Agreements: We may enter into agreements with recipients of your
personal data outside the EU/EEA, imposing obligations on them to protect your
personal data to the same standards required in the EU/EEA.

- Certification Mechanisms: Wemay rely on certification mechanisms such as the
EU-U.S. Privacy Shield Framework, where applicable, to ensure that third-party
recipients of your personal data provide an adequate level of protection.

By using our services or providing your personal data to us, you consent to the transfer of
your personal data as described in this Privacy Policy. If you do not agree to such
transfers, please refrain from using our services or providing your personal data to us.

If you have any questions or concerns regarding the transfer of your personal data outside
of the EU/EEA or the safeguards we have implemented, please contact us using the
contact details provided at the end of this Privacy Policy.

Data Subject Rights

As a data subject, we will provide you with the following rights:
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Right to Access

You have the right to request access to your personal data that we process. This means
you can ask us to provide you with information about what personal data we hold about
you and howwe use it.

Right to Rectification

You can request the correction or updating of your personal data if it is inaccurate or
incomplete. We will make the necessary changes and inform any third parties to whomwe
have disclosed the data.

Right to Erasure (Right to Be Forgotten)

You can request the deletion of your personal data under certain circumstances. This right
is not absolute and can be exercised if the data is no longer necessary, you withdraw
consent, or the data processing is unlawful.

Right to Restriction of Processing

You have the right to request the restriction of the processing of your personal data under
specific circumstances. This means we will limit the way we use your data but not delete it
entirely. This right might be exercised when you contest the accuracy of the data, the
processing is unlawful, or you need the data for legal claims.

Right to Data Portability

You can request a copy of your personal data in a structured, commonly used,
machine-readable format, or you can ask us to transmit it directly to another data
controller where technically feasible. This right is applicable when processing is based on
consent or the performance of a contract.

Right to Object

You have the right to object to the processing of your personal data, including processing
based on legitimate interests or for direct marketing purposes. We will stop processing
your data for such purposes unless we can demonstrate compelling legitimate grounds
that override your interests, rights, and freedoms.

Automated Decision-Making and Profiling

You have the right not to be subject to a decision based solely on automated processing,
including profiling, which has legal or significant e�ects on you. You may request human
intervention in the decision-making process. We will inform you when such decisions are
made, provide you with the opportunity to express your point of view, and ensure there
are human interventions available.
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Withdraw Consent

If we process your personal data based on your consent, you have the right to withdraw
that consent at any time. This will not a�ect the lawfulness of processing based on
consent before its withdrawal.

Any requests submitted by data subjects will be assessed for validity before being
processed, including confirming the identity of the data subject.

As a data processor, we rely on the data controller to action any requests related to the
access rights noted above, and as such, will forward all such requests to the data
controller once received. If there are questions surrounding the status of any access
requests, please contact the applicable data controller.

Data Security

We implement and maintain reasonable and appropriate technical and electronic
safeguards to protect the security of your personal information from loss, misuse,
unauthorized access, disclosure, alteration, or destruction.

While we implement these security measures to protect your data, it is important to
understand that no online platform can guarantee absolute security. Therefore, we
encourage you to take necessary, best-practice security precautions such as strong,
unique passwords and being cautious with the sharing of login credentials.

In the event of a data breach or security incident, we will take immediate action to isolate
and resolve the incident based on our incident response resolution procedures, notify
relevant authorities, and inform a�ected data subjects in compliance with applicable data
protection laws.

Data Retention and Disposal

Wewill only retain your personal data for as long as necessary to fulfill the purposes we
collected it for, including for the purposes of satisfying any legal or contractual
requirements.

To determine the appropriate retention period for personal data, we consider the amount,
nature, and sensitivity of the personal data, the potential risk of harm from unauthorized
use or disclosure of your personal data, the purposes for which we process your personal
data, and whether we can achieve those purposes through other means, as well as
applicable legal requirements.

Upon expiration of the applicable retention period, we will securely delete or anonymize
your personal data in accordance with applicable laws and regulations.
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Cookies and Tracking Technology

Wemay use “cookies” (or similar tracking technology) on our website. Cookies are text
files that our web server may play on your hard disk to store your preferences. When you
visit our website, you will be presented with a cookie banner or pop-up requesting your
consent to use non-essential cookies. You have the right to accept or decline the use of
such cookies. Your consent can be managed and changed at any time through your device
or browser settings.

Cookies, by themselves, do not provide us with any PII unless you explicitly choose and
consent to provide this information to us. Once you choose and consent to provide PII,
however, this information may be linked to the data stored in the cookie. If you choose to
turn o� collection of cookies through your device or browser, certain features of our
service may not function properly without the aid of cookies.

Our website may also incorporate third-party cookies and tracking technologies. These
technologies are subject to the privacy policies and practices of the respective third
parties. We encourage you to review the privacy policies of these third parties for
information on how they collect and use your personal data.

European Data Protection Rights

If the processing of personal data about you is subject to European Union (EU) data
protection law, you have certain rights with respect to that data. Please refer to section “6.
Data Subject Rights” above for a listing of these rights.

Additionally, our processing of your personal data is based on specific legal bases as
defined in EU data protection law. Please refer to section “5. Data Sharing” above for a
listing of these legal bases.

Location of Personal Information

Our service is hosted in the United States and Europe and all personal information
collected with the service is stored in the United States and Europe. If you are visiting our
site or using our service, please be aware that you are transferring personal data to the
United States and Europe.

Updates to this Privacy Policy

We periodically review this Privacy Policy and may make updates to reflect changes in our
practices, for legal reasons, or to meet new regulatory requirements. Your continued use
of our services following any notice of changes to this Privacy Policy means you accept
such changes. Please refer to the “E�ective Date” above for details on when this Policy
was last updated.
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Contact Us

If you have any questions, concerns, or requests regarding your personal data or this
Privacy Policy, please contact us at privacy@cogni-sync.com. For specific requests
relating to your rights as a data subject including the rights noted in section “Data Subject
Rights” noted above, please contact our Data Protection O�cer (DPO) directly at
DPO@cogni-sync.com.


